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INTRODUCTION

OpenRules Decision Manager helps enterprises develop and maintain operational decision

services that can be invoked from their decision-making business applications. The most popular
Modern enterprises have very serious security requirements to any used RESTful services, and
decision services obviously should follow established security protocols. In this manual, we
describe how to secure SprintBoot-based OpenRules Decision Service using JWT

Authentication and SSL communication.

CREATING SPRINGBOOT-BASED DECISION SERVICE

III

The standard OpenRules Decision Manager installation workspace “openrules.install” comes
with a sample decision model “VacationDays” and several more projects that demonstrate how

to deploy this model. You may look at the standard project “VacationDaysSpringBoot” that

deploys the VacationDays decision model as a RESTful web service using the popular framework
SpringBoot. You can find a detailed description of how to create and test this decision service in

the User Manual for Developers.

You don’t have to be a software expert to do it. You just add the property
“deployment=spring-boot” to the file “project.properties” and double-click on the provided
file “runLocalServer.bat”. It will install the necessary software, build the decision model, and
deploy it as a RESTful web service on the local server. You may test this RESTful decision service

with Postman as shown below:
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POST w http://localhost:8080/vacation-days “
Params Auth Headers (10) Body ® Pre-req. Tests Settings Cookies
raw JSOMN  ~ Beautify
1k |
2 "trace"  : false,
3 "employee" - {
4 "ig".:."A",
5 "vacationDays" : @,
& "eligibleForExtrashays" : false,
7 "eligibleForExtra3Days" : false,
8 "eligibleForExtra2Days" : false,
9 "age" 1 17,
18 "service" : 1
11 }
12§ T
Body & 2000k 8ms 440B Save Response -~
Pretty Raw Preview Visualize JSON ~ = I Q
1k |
2 "decisionStatusCode": 204,
3 "rulesExecutionTimeMs™: @.1854,
4 "goalMame™: null,
5 "errorMessage”: null,
[ "executedRules": null,
7 "response”:
8 “employee": {
9 "idte “AM,
1@ "vacationDays™": 27,
11 "eligibleForExtra5hays": true,
12 "eligibleForExtra3Days": false,
13 "eligibleFortxtraiDays": false,
14 "gge": 17,
15 "service": 1
16 1
17 ¥
18 0 |

However, this RESTful decision service can be accessed from Postman or any

client by knowing only its endpoint URL http://localhost:8080/vacation-days. It can be

not acceptable for customers who have strong security requirements.
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The most common way to secure access to the generated RESTful web service is to use JWT-
based authentication. JWT (JSON Web Token) is an open standard that defines a compact and
self-contained way for securely transmitting information between parties as a JSON object. This
information can be verified and trusted because it is digitally signed. In this section, we will
demonstrate how to secure access to a SpringBoot-based Decision Service using JWT

Authentication.

We will use the same decision model “VacationDays” incorporated into the new project
“VacationDaysSpringBootSecure” included in the latest release (see “openrules.install”). This
decision project was created based on the project “VacationDaysSpringBoot”. First, we added all

required dependencies to the file “pom.xml”:

<dependency:
<groupldrorg.springframework.boot</groupIds
<artifactIdsspring-boot-starter-security</artifactId:
<version>${spring.boot.version}</version:

</dependency:

<dependency:
<groupldrorg.springframework. security</groupId:
<artifactId>spring-security-ocauth2-resource-server</artifactId:
<version»${spring.security.version}</versionz

</dependency:

<dependency:
<groupldrorg.springframework.security</groupId:
<artifactIdsspring-security-cauth2-jose</artifactId:
<version>${spring.security.version}</version:

</dependency>

<dependency:
<groupldrorg.springframework. security.oauth.boot</groupId:
<artifactId»spring-security-oauth2-autoconfigure</artifactId:
<version»${spring.boot.version}</versicn:

</dependency:

Then we changed the property “model.package=vacation.days.springbootsecure” in the file
“project.properties”. This Java package will include all generated and manually created Java

classes. To configure a SpringBoot security service, we need to create a configuration class
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SecurityConfig.java in the package vacation.days.springbootsecure.service. It is important to

place this class into the folder “service” inside the same package. Here is its code:

package vacation.days.springbootsecure.service;
| import- org. springframework.beans.factory.annotation.Value;[]

@EnableWebSecurity
public- class SecurityConfig-extends WebSecurityConfigurerfdapter-{

@value("${spring.security.ocauth2.resourceserver.jwt.issuer-uri}"})
private String-issuer;

[@override
protected void- configure(HttpSecurity http)- throws Exception-{

http.csrf().disable();
http.sessionManagement().sessionCreationPolicy(SessionCreationPolicy . STATELESS);

secure-access- to-all-POST: requests
tp.authorizeRequests()
.antMatchers(HttpMethod. POST)
.authenticated()
Land()
.oauth2Resourceserver()
Jwt() s

+ o

h

Our project should also include the folder src/main/resources/ in which we will place the

following file “application.yml”:

spring:
security:
oauth2:
resourceservern:
Jwt:
issuer-uri: https://cognito-idp.us-east-1.amazonaws.com/us-east-1_ed77c008hi

Is structure corresponds to the parameter “spring.security.oauth2.resourceserver.jwt.issuer-uri”
defined in the class SecurityConfig.

In this example, we use AWS Cognito as an authentication server. To use your authentication
server, you need to consult with your IT department to find out a server URI that should be used

to provide authentication for your decision service.

Now we are ready to run the standard file “runLocalServer.bat” as we did in the first section to

create our RESTful decision service on our local server and to test it with POSTMAN. However,
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when we try to use Postman to test this service, our “Send” request will be denied with the

HTTP status code “401- Unauthorized”:

Body Cookies Headers (12) Test Results €% 401 Unauthorized 216ms 600E  Save Response

Pretty Raw Preview Visualize Text - = mQ

The reason is that we also need to configure Postman to make it be able to work with JWT
Authentication. The detailed manual for how to do it can be found here. Here we will describe
the simplest Postman JWT configuration option. Select the POSTMAN'’s tab “Headers”, add a

’

new key called “Authorization”:

Params Auth  Headers (13) Body ® Pre-req.  Tests Settings
Content-Type (@ application/json
Content-Length (@) <calculated when request is sent=
Host (3 <calculated when request is sents
User-Agent (& PostmanRuntime/7.28.3
Accept (D =+
Accept-Encoding (@ gzip, deflate, br
Connection (D) keep-alive
Content-Type application/json
Authorization

We need to enter an Authorization value in the format “Bearer <jwt-token>", where <jwt-
token> should be obtained from an authentication server. Alternatively,we can configure

Postman to automatically request a JWT token from the authentication server.
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Open Postman’s tab “Auth”. From the dropdown box ‘Type’ select ‘OAuth 2.0’. From the

dropdown ‘Add authorization data to’ select ‘Request Headers’. Then fill in the section as

shown below and click on the button “Configure New Token”:

POST v nttps:/flocalhost:844 3/vacation-days

Authorization @ Headers (8

Type OAuth 2.0

Les nore about authonzatio

Add authorization Reguest
data to

Body @ Pre-request Script

Header Prefix ©

Configure New Token

Configuration Options @

Token Name

Grant Type

Callback URL ©

Auth URL @

Client ID ©

Chent Authentication

) Clear cookies

Gat New Access Token

Bearer

demo-service

Implicit

mtpcifiecaihost: 4200/

Authornize using browser

mMips://auth.openrulesdm.com/iogin

30utfohngbhwaonudvi28c080p

openid

Send client credentials in body

Here we use settings that are valid for this example only. We took Client ID from our AWS

Cognito + User Pools + App Client settings.

When you click on the button “Get New Access Token”, the following windows popups:
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G Sgeen - o %
File Eda Wiew Hels

DECISION

OPEN
RULES

MANAGER

Sign in with your emad and password

Email

Fugol your password?

Faad & BOSGETY Sage ud

You need to enter your email and password which you have used to download OpenRules

Decision Manager at https://download.openrulesdm.com.

After a successful login, the following token management window will appear:

MAMAGE ACCESS TOMENS ¥
Al Tokers Beldele Token Oetails m
s

Token N .
demo-Sarvice s demo-tervice

Access TokEn ayJra OV ami gy IF S TR T Soijavdulm Iz d U2 TICL ZRIVER

ORTRPRn L TIEWNDNLC IhbSaOUIS Uz NS ey edWiiOH 20T Rz
G OOOGISLT Cw Y 2 YO T M 2 Y 2NGRmZGY SYHCiL G Jidmied
FOpZCible 20TFhZDALWZ MmN NG SOCOSNORNLTVIMEWTI TEOM
DN Ry 2V VT T SIGIMF]Y 2V oy InM R 3B i 3Bl Lenlimy
MWD SO T M S 0w D0 SLE Jpe IO oaHRw e zpcL Twv Y24
nbmidiry 1 pZ HAUDXMEIWT 2d SOl miF Uy pwibmF 3oy S L IVILW
Vi IOIMVEIE D Jb0SBaGkiLC e ARHE 20jky HOLON 2k shmbd I
MTYyOTIOMTg 30 Swidmiyc ZhtBbhiwianRplioiNjl IMGHNIMGI YimE
WYIOOZhELT S Y IYINGLION DRFTANY 2E Sk 2an WS 00CK od 1B)
ZivaSnMmn 2 CWHUETI T4 Y ZASD JAILC e IVybenF L Z SIERY NGE
TOGIOLTOA Y RENDENIOSM2 T T 2mZ W0 26Tk 2Ny 9. FDBIOAS TSE
nidid Ay oS IRpEHKONY ywgo b - PreDpTUd_HUMMDTIjichid
HILG S B0t TW pokiLvF 57- REpg L OGS0 InZ hWENIRMGR

Click on the button “Use Token”. The access token will be retrieved from the authentication
server’s response. It will be automatically added to each Postman’s request. The token is valid

for an hour. After it expires you need to log in again and click on “Use Token”.

After you provide a valid token, the request can be successfully executed by Postman. It will

return a JSON result with HTTP status code 200 OK:
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http:fflocalhost: 8080/ /custom-vacation-days

POST e https:/flocalhost:B44 3fvacation-days

Params Auth @ Headers (13) Body® Pre-reqg. Tests Settings

raw v JSON

[E) Save

Cookies

Beautify

i |
2 "trace” i truse,
3 “employes™ -
4 “id= : "ID1-,
5 “vacationDays= : @,
& “eligibleForExtraiDays” : false,
7 “eligibleForExtralDays” : false,
B *eligibleForExtra2Days”  :  false,
g "srartDate” . : - 1593257600008
1@ }
1 ¥ |
Body Cookies (1) Headers (12 Test Results E 000K Mims 6308 SaveResponse
Pretty Haw Preveew Visuahze JSOM v _—,\ . Q
1§ |
. “gecisionStatusCode™: 0@,
L] “ruleiExécutionTimeMz™;: Q.228,
4 "response=: {
5 “employee®: {
& =id=: "ID1=,
7 *vacationDays®: 27,
B "eligibleforExtrasDays™: true,
3 “eligivleforExtradDays™: false,
1a “eligivleforfxtralbays=: false,
11 “age”: @,
12 =service™: @
13 }
4 }
15 T I

Now our decision service has been secured with JWT Authentication.

ENABLING HTTPS FOR SPRINGBOOT DECISION SERVICE

REST ENDPOINT

In this section, we will explain how to configure our decision service to use encrypted

communication between client and service with HTTPS protocol. To enable HTTPS, we need an
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SSL certificate. For production, you should get a certificate issued by a certificate authority, but
for the local testing and development, you can create a self-signed certificate using either the
standard keytool shipped with Java JRE/JDK or OpenSSL. In this tutorial, we will use keytool.

From the command line execute the following command:

-keystore vacation-days-service.p12 -validity 360

When asked, enter a password (in this example, we use vacation-days-service ). Then answer all
guestions about your organization. The file vacation-days-service.p12 will be generated by the
keytool. Copy this file to the folder “src/main/resources”, in which we created the file
“application.yml”.

Now let’s edit “application.yml” and configure the server’s properties as below:

spring:
security:
oauth2:
resOuUrceservern:
Jwt:
issuer-uri: https://cognito-idp.us-east-1.amazonaws.com/us-east-1_ed7700Ahi

server:

port: 8443

551t
enabled: true
key-store-type: PKC512 # The keystore format.
key-store: classpath:vacation-days-service.pl2 # The path to the keystore
key-store-password: vacation-days-service # The password- used to-generate the certificate
key-alias: wacation-days-service # The alias mapped to the certificate

logging:
lewvel:
root: - INFO
org.springframework: - INFO
com.openrules:  ERROR

Now we can invoke runLocalServer.bat. It will show:

model VacationDays

[POST] https://localhost 43/vacation-days

Let’s test this secured decision service. In Postman change URL to

https://localhost:8443 /vacation-days and click on teh button “Send”:

POST o https://localhost:844 3/vacation-days m

First, you may get the error “Could not get response” caused by our self-signhed certificate:
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Could not get response

SSL Error: Self signed certificate | Disable SSL Verification

Click on “Disable SSL Verification” or go to Postman’s Settings/General screen and turn off SSL

Verification:
General Themes Shortcuts Data vdd-ons (
Request
Trim keys and values in request body OFF
S5L certificate verification OFF

Click on the button “Send” again and now you should see an expected JSON response from the

service. Now our decision service uses a secure SSL communication.

This tutorial provides step-by-step instructions for how to secure SpringBoot-based OpenRules
decision services. We provided specific examples:
1) Securing Access to Decision Service with JWT Authentication

2) Enabling HTTPS for Decision Service REST Endpoint.

While these examples utilized commonly used Spring Security, OpenRules decision services can
be similarly secured inside any development and deployment environment used at your
organization. If you have any issues securing OpenRules decision services, direct all your

technical questions to support@openrules.com.
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